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A concerning development in
the Cybersecurity World...



A
Global Surge in Ransomware and Malware Attacks

Hackers taking advantage of the situation..
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Onslaught of
ransomware continues

Number of Unique Devices
o
-

Global Threat
Landscape Report

Increase of ransomware within one year
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Ransomware “Offerings” in the Darknet

Ransomware as a Service and more...

Chaos Ransomware Builder v4

> Chaos is mulli language ransomware. Translale your nole lo any language <
All of your files have been encrypled
Your compuler was infecled with a ransomware virus. Your files have been encrypled and you won'l
be able lo decrypl them withoul our help Whal can | do to gel my files back?You can buy our special
decryplion software, this software will allow you lo recover all of your dala and remove the

B — EGALYTY - RaaS - Ransomware ransomware from your computer The price for the software is $1,500. Payment can be made in Bitcoin
only
Ransomware as a Service How do | pay, where do | get Bitcoin?
: kA : Purchasing Bilcoin varies from counlry lo counlry, you are besl advised lo do a quick google search
http://2d Sljkd3yd.onion yourself to find out how to buy Bilcoin
@»106,733 @13 2 @o V3 Status:Up and Running Many of our customers have reporied these siles lo be fasl and reliable

Coinmama - hxxps://www_coinmama.com Bitpanda - hxxps://www bitpanda.com

Payment informationAmount: 0.1473766 BTC
Bilcoin Address: bclginzcepdidacOtidrq7awxevSehud 6512vplt9x0

Rardomize fie extensor B Usd and network sread =~ s Narne Dropped File Name

y B Deay second B Addio statup

(‘ FileExtensions \ 'Advanced Options
‘ [ ]

———————
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How does Ransomware work?

0 Attacker sends a Phishing Email (( ))

9 Ransomware unpacks and executes

C&C Communication
e User receives a Link and clicks Download Public Key Command and

A\~ 4 Control Server
Not-so-nice-Guy W
"\ <
User

G Bitcoin received

8y

Flles get encrypted and
User gets Ransomware Screen

ﬁ ﬂ Private Key delivered

I © Fortinet Inc. All Rights Reserved. 7
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How does Ransomware work?

Fabric Management
Center

Adaptive Cloud
Security

Zera Trust
Access

Security-Driven
Networking

FertiGuard
Threat Intelligence

© Fortinet Inc. All Rights Reserved.
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Advanced Web Based Attacks

20minuten.ch erneut Ziel

« Email (92.3%) and Web (6.3%) are
the two main primary vectors for von Malware'AttaCke
malware entering an Organizati()n_ Am Montag wurde iiber 2omin.ch erneut Malware verteilt. Schuld

war ein verseuchtes Netzwerk eines Werbeanbieters. Die Anzeige

* 4% of people will click on a phishing wurde blockiert.
email which is often used to gain a
foothold in the network via malware
or credential phishing.

« Malware laden scripts and adverts
mean malware can show up on the
most popular and trusted websites

Nach aktuellem Wissensstand sind nur Windows-Systeme betroffen. (Foto: Flickr / Andrew Writer)

Source: https://www.20min.ch/digital/news/story/20minuten-ch-erneut-Ziel-von-Malware-Attacke-15457508

C © Fortinet Inc. All Rights Reserved. 9



Advanced Web Based Attacks

-

I:lL: 03.11.2021 OZ] News D Video [m Radio '_ Lifestyle

minuter

Nicht sicher — ch.leadcryp.com

{Experten beunruhigt und groe Banken zittern assen

.
zittern lassen
Schweizer verdienen durch diese "Kapital-Gesetzesliicke" bereits
Millionen Euro von zu Hause aus - aber ist das legal?

WIE GESEHEN BEI

Tngesohusiger [y BaslerZeitng [24 TSV

Front Coronavirus #WIRSINDZUKUNFT Schweiz Zirich Bern Basel Zentralschweiz «(Eiqgen;sssen>>-'§ch(iild

1 Wl ] %

I Palace Media Cent
i8shaus Centre de :
lias da Ia chasa federa
ral Centro media di 1

) federale Center da
I Palace Media C:
lesh

Alain berichtet iiber neue geheime Investitionen, durch die Hunderte
von Menschen in der Schweiz sehr reich werden

ntre ¢

(SRF1) - Der Schweizer Politiker Alain Berset ist bekannt, der kein

SEATINET . URL Blocked by FortiClient
% y

«ICH DACHTE, DAS SEI SERIOS»

Bitcoin-Betriiger zocken mit Berset-

is in the category = Security Risk:Phishing

Masche Schweizer ab

Aufgrund eines Fake-Artikels glaubte H. N., Alain Berset sei mit Bitcoin Millionar

Your FortiClient administrator has blocked this category

geworden — und stieg mit Uber 18°000 Franken ein. Das Geld ist weg — und damit

; s Wrong Category? Click Here
kam er noch glimpflich weg.
https://www.20min.ch/story/bitcoin-betrueger-zocken-mit-berset-masche-schweizer-ab-247011714310
- © Fortinet Inc. All Rights Reserved. 10



SWG I= WAF 1= NGFW

Protects Users from Internet Threats

Web Application
Servers

FORTIPROXY

External User

* Proxy Mode Application
» Protect users from internet-borne
threats with:
* URL filtering
« Anti-malware protection
* IPS
« DLP
» Application control capabilities
« SSL Inspection
Optimizing user experience

Protects Internal Web Application Servers

Web Application
Servers

FortiProxy
External User

* Only HTTP/S traffic

» Protect web applications against
a variety of attacks

» Protection from the OWASP Top
Ten application attacks

© Fortinet Inc. All Rights Reserved.

Web Application
Servers

FortiProxy

External User

» Network Segmentation

* Flow/Proxy Traffic

» Protect against External/Internal

threats with:

* Anti-Virus and Malware
« IPS
« SSL Inspection/Offloading
* Application rules

11
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A
FROST RADAR™: Global Web Security Market, 2020

FortiProxy positioned as most innovative Solution

Frost Radar™ I

Seamless Integration with

| Fortinet Security Fabric
¢ o /,Méi?ée\ ° : ?mantec e \
o et P :‘*"# 7 Powered by Marketing leading
—_ 4 - Trend Micro ® o ForcePoin - .
T _ , R S S T Threat Intelligence, FortiGuard Labs
; \Barrac/tjda Neme#f .,/ ', \ y
8 fie\9‘”e 2 ’//Check Point
O 8 - ~
High Growth Rate in the market
\ J
I
—— INNOVATION INDEX ———m>
-nw © Fortinet Inc. All Rights Reserved. 13
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FortiProxy Secure Web Gateway

= High Performance and Scalability Proxy
» Dedicated Secure Web Gateway Solution
= Multi-Layered Detection to prevent threats

@ = Zero Trust Web Browsing

= Authenticated Web Application Control

= \WWan Optimization and Advanced Caching
= Data Loss Prevention

= Centralized Management

= Pay As You Grow License

SSL INSPECTION

Multiple inspection methods

- © Fortinet Inc. All Rights Reserved.

MULTI-LAYERED PROTECTION

P » Powerful hardware = Integration with proven
= Removes blind spots in FortiGuard Threat
« SSL » encrypted traffic Intelligence
. = [ntegration with FortiSandbox

Physical Appliances \’/

-

~ -
~ -’
\\¢

Virtual Appliances

f”
-

Public Cloud 6
Proxy aaS @

AUTHENTICATED ACCESS

= Granular application control policies
. = Activity monitoring

= Restricts access to social websites
using user or group identity

14




Use-Case #1 - On-Prem SWG Services

Method supported

Explicit Proxy, Transparent, PBR and WCCP

How we solve it

) (il

¢
e
e —

= FortiProxy employs multiple FortiGuard services to
protect users against the latest web threats and to
enforce compliance.

= Integration with FortiGuard Threat Intelligence Service
= Advanced Web Caching Solution

Benefits

» Advanced SWG Services
= Full Visibility

Malicious Web Page

LAYAYAY AN

http://www.badsite.com

!

o ®

@ \l/ Web Caching
@ Content Analysis
-

v L. ‘g
= L - &
SFCNE -

© et

oA

o O
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http://www.badsite.com/

[l Use-Case #2 - Hybrid Cloud Solution

Method supported

On-prem HW/VM, Agent-based, Agentless

How we solve it Internet

= License Sharing

= Explicit Proxy with PAC File hosting support or
SSL-VPN

= GSLB for Geo location LB - possible integration

= Auto scaling
= Full Visibility
= Consistent Security Across all users

\

. Security Everywhere
\
\
\

\¥
=] ©

(|

Deployment Branch Home Head Quarter
- Fast on-boarding via cloud template (needed E ) O O
supporting cloud-init for configuration) O
= Provisioning FortiProxy on GCP - On-Net users (Agent based) Off-Net users (Agentless)

» https://qithub.com/40net-cloud/fortinet-qcp-
solutions/tree/master/FortiProxy/dm

AlR
- © Fortinet Inc. All Rights Reserved.
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https://github.com/40net-cloud/fortinet-gcp-solutions/tree/master/FortiProxy/dm

CH

Method supported

On-prem HW/VM, Agent-based, Agentless

How we solve it

= License sharing per customer

= Explicit Proxy with PAC File hosting support or
SSL-VPN

Benefits

500 users

4___________

» SWGaasS for MSSP customers
= Full Segregation
= Full Visibility

Deployment and Requirements

Use-Case #3 - SWGaasS for MSSP (VDOMSs — v7.2)

Customer A

= Full APl and Terraform support

= Single pane of glass (FMG and FAZ)

= Solution guide and docs

= AT&T Secure Web Gateway MSSP as an example
(https://cybersecurity.att.com/products/secure-web-gateway)

© Fortinet Inc. All Rights Reserved.

Security Everywhere

Customer B Customer N
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https://cybersecurity.att.com/products/secure-web-gateway

Fabric Management Center
New Security Fabric Page for FortiProxy

Core Network Security

Integrated with all Fortinet Family for
better Security: @ (B
) FortiAnaIyzer FortiAnalyzer Logging Cloud Logging
. 10.10.0.45 Disabled
-  FortiSandbox
- FortiClient
- FortiCloud

) FortiClient EMS
- FortiManager

FC-EMS01
|
3'd party Integration:
- Cloud providers (AWS, Azure, GCP) E
- Private SDN FortiSandbox FortiManager
- End Point Solution / Identity 10101001 | | FortiCloud Logs

- External Threat Feeds o Notifications

- © Fortinet Inc. All Rights Reserved. 18




FortiGuard Labs Threat Intelligence

VISIBILITY

O,
05

Telemetry

Network
Web
Sandbox
Email

E i 0 1
ndpoint a&? CERTs

Enforcement
Partnerships

b b

[
@ Zero-Day

OSINT

%IEEEART CTA feeds

ALLIANCE

Trusted
Partnerships

A 4

INNOVATION

SECURITY

PROTECTIONS

Al / Machine A .
Distribution

FortiGuard

PROACTIVE
RESEARCH

Detection and
protection in
milliseconds

INTELLIGENCE
SERVICES

© Fortinet Inc. All Rights Reserved.

, ACTIONABLE THREAT

INTELLIGENCE

plication Web

ontrol Filtering Anti-Virus

Endpoint Indicators of
Vulnerability Compromise (loCs)

ecurity Threat Intel Threat Virtual
Blogs Briefs Signals Patches

Phishing Incident
Service Response

19



FortiProxy Threat Intelligence from FortiGuard
New Features in Version 7.X

Threat Intel Service Type Usage g
. ; ) ) AntiVirus © [EH default -

Antivirus Signature DB, AV Engine AV Profile  webriter © & monitor-al -
Application Control @ mblock—high—risk hd

Outbreak Prevention &% Cloud-based Query AV Profile o O e =
Content Analysis @O Corp Image Analysis -

FortiProxy Cloud Sandbox Cloud-based Hosted Service AV Profile  °% o o Tt ;
Video Filter © [l Productivity Video Profile hd

Content Disarm & Reconstruct 92  Feature AV Profile

Botnet IP and Domains IP, domain list IPS Profile, DNS Profile

IPS Signature DB, IPS Engine IPS Profile

Web Filtering Cloud-based Query Web Filter Profile, DNS Profile

Video Filtering 127 Cloud-based Query Video Filter Profile

URL certificate blacklist fingerprint-based certificate list SSL/SSH Profile

Application Control Signature DB, CASB Application Control Profile

H- © Fortinet Inc. All Rights Reserved. 20



\
FortiProxy Security Services Antivirus
FortiGuard Outbreak Prevention for antivirus

* FortiGuard Outbreak Prevention allows the FortiProxy & Outbreak Prevention
antivirus database to be subsidized with third-party
malware hash signatures curated by FortiGuard to detect

Protocol € Disable @ Block @& Monitor

: . HTTP

zero-day malware in a collaborative approach. &
_ _ SMTP ®

 The hash signatures are obtained from external sources
such as VirusTotal, Symantec, Kaspersky, and other third- POPS ©
party websites and services. IMAP O
» This feature provides the mechanism for real-time MAP! ®
antivirus query to FortiGuard to stop malware threats FTP @®
discovered between signature updates before they can CIFS ®
spread throughout an organization. NNTP ®

Al
- © Fortinet Inc. All Rights Reserved. 21



FortiProxy Security Services AntiVirus
Content Disarm and Reconstruction for antivirus (CDR)

= Content Disarm and Reconstruction (CDR) allows the FortiProxy to sanitize Microsoft
documents and PDF (disarm) by removing active content such as hyperlinks, embedded

media, javascript, macros, etc. from the office document files without affecting the integrity of
its textual content (reconstruction).

= This feature allows network admins to protect their users from malicious office document files.

Notes: & Content Disarm

* CDR can only be performed on Microsoft Office

_ Options office-macro office-hylink
Document and PDF files. office-embed office-dde
df-javacode df-embedfile
- CDR supported on HTTP, SMTP, POP3, IMAP Perd P

pdf-act-gotor pdf-act-launch
pdf-act-movie pdf-act-java
cover-page (] detect-only

Original File Destination REelIEELELEYE File Quarantine  Discard

Error Action Log Only lgnore

E:E © Fortinet Inc. All Rights Reserved.

office-linked
office-action
pdf-hyperlink
pdf-act-sound
pdf-act-form

22




Video Filter

FortiProxy Security Services

FOI"[IGuaI'd VldeO F||ter|ng SerVICG Name Youtube Channel Filter
Comments | Write a comment... 4 0/255
Add FortiGuard service that provides © FortiGuard Category Based Filter

category rating for videos under new
video filter profile panel

Category = Action &
» Support Video Filtering based categories
Not Rated @ Monitor
(Games, Music, News...) Business ® Allow
Entertainment @ Monitor
* Support YouTube, Vimeo and Daily Motion Games ® Block
Knowledge @ Monitor
Lifestyle @ Monitor
Music @ Monitor
News @ Allow
People @ Monitor

0% €

Al
H- © Fortinet Inc. All Rights Reserved. 23



Simplify your Policy!

Internet

r A

Qo

= G- I

Qo

=am
Qo
=am=

D FortiProxy

Users Devices / Things

ZTNA with FortiClient / FortiEMS / FortiNAC
FortiAuthenticator / FortiEDR / ...

Al
- © Fortinet Inc. All Rights Reserved.

FPX Access Proxy

S

Systems
on Premise

= i

Systems
in the Cloud

Application

24



Zero-Trust Network Access
New Zero Trust Solution

Zero Trust Network Access (ZTNA) is an FortiProxy U TR O
access control method that uses client v Verify user identity (SSO/MFA)
device identification, authentication, and AN ¥ Verify Security Posture (on-net)
Zero Trust tags to provide role-based 7 VEACEEeS (PO Ee

application access. ZTNA Tags

. . . v i
Access to applications is granted only Tag endpoints by rules

after device verification, authenticating
the user’s identity, authorizing the user,
and then performing context based

v' Send Tagged endpoint list
to FortiProxys

posture checks using Zero Trust tags.
*« HTTPS access proxy with / ZTNA Telemetry
FortiClient as ZTNA agent v Device information (OS, network info, model)
S e - ith SN v Logged-on user information >
up_p_o rust veritication W ! ) v Security Posture (AV software, Vul, detection)
certificate-based authentication
FortiClient \

EMS Users / Devices

© Fortinet Inc. All Rights Reserved. 25




FortiProxy as a Service




Pragmatic Journey to SASE

With Fortinet’s convergence of security & networking everywhere

1 2 3

00
] A
Oc10
NGFW SASE
Secure Edge Optimize Application Secure Remote

Connectivity Experience Users

© Fortinet Inc. All Rights Reserved. 27



Securing Remote Users with FortiSASE

Data Center SaaS

Internet

99

FortiSASE
Cloud-based security

FortiClient

FortiClient

Work from Anywhere

K

Agent-less

/ﬂ\
Secure Internet Access for Safe browsing
\"/

{é} Secure Private Access to Corporate Apps

@ Secure SaaS Access to Cloud apps

© Fortinet Inc. All Rights Reserved. 28



FortiSASE: Cloud-Delivered Security & Networking

Remote / Consistent FortiOS with AI/ML Powered Security \Q -----

Users

4 N
| —e 3 o . ¢ &
el /‘(o oo/es R @ ¢ 23
_____J ol G0 K A S SaaS
=
( \ SWG FWaaS ZTNA CASB SD-WAN
— JALT ) 4
Cloud-Delivered Security (SSE) SD-WAN
Work-from- k / """""
home users

Fortinet Single-Vendor SASE Approach

Data Center

Secure Hybrid Workforce with Superior User Experience with Shift from CAPEX to OPEX
Consistent Security Operational Efficiency Based model

-mw © Fortinet Inc. All Rights Reserved. 29



Customizable Dashboard for Cloud-Delivered Security

CAPABILITIES —

e @ o

« FortiGuard Security Services

e IPS, Sand-box
 URL and DNS Filtering
* Anti-Malware, DLP

SSL Inspection

BENEFIT

» Better Threat Protection
* Improved User Experience

F RTINET

ﬂ AntiVirus

© Threats Count
Adware/Dowgin!Android 4625

Android/Air Push

Riskware/NDAoF_TNICA

HTML/Generic.31221958!tr @
(15
o

VBA/TrojanDownloader. JM.

= View All

n File Filter

© Threats

B ViewLogs

www.google.ca
www.dropbax.com
pocexe

maps

www.deviantart.com

= viewAl | B Viewlogs

m Application Control

© Threats

[E Discord

@ LogMeln Rescue
@ LogMeln

T, Torrentz

@ CitrixServices Netviewer

Viewall || B ViewLogs

Inspected Protocols

HTTP
SMTP
POP3
IMAP
FTP
CIFs.

# Customize

File Types

© Block
‘@ Monitor

F Customize

Application Filters

@ Allow
© Block
© Monitor

111 cloud applications require
SSL Deep Inspection.

/F Customize

Web Filter

© Threats
96.45.34.237
wwwfortiguard.com
wwwsalesforce.com
www facebook.com
www.google.com

= ViewAll | B View Logs

u DataLeak Prevention

© Threats Count

= ViewAll | B View Logs

E SSL Inspection

© Threats Count

ViewAll B View Logs

Filters

© Allow
© Block
© Bempt
@ Monitor
Warning
© Disable

# Customize

Content Filters

@ Allow
® Block
“©® Monitor

# Customize

SSL Inspection

Certificate Inspection

© SSLcertificates are inspected
categorize tr
of traffic is performed.

# Customize

Intrusion Prevention

© Threats Count

botnet

= View All

DNS Filter

© Threats

B View Logs

wwwzone-telechargement...
youtuhe.com
www.toplogs.com

W Message-sms.com

transportationmaps.us

i=viewAll B ViewLogs

© Fortinet Inc. All Rights

& nshah@fortinet.com ~

Profile Group: Default v @

Intrusion Prevention
Critical

© Scanning traffic for critical
threats and blocking them

# Customize

DNS Filters.

@ Allow
© Block
® Monitor

# Customize

©

Reserved.

30




FortiProxy Tips & Tricks




From Bluecoat to Fortinet

BLUE COAT

ProxySG Content Analysis Advanced Secure Gateway Management Center MC Reporter RP SSLv
Physical Physical Physical Physical Physical Physical
Virtual Virtual Virtual Virtual Virtual
Cloud BYOL Cloud BYOL

Proxy SG 300 CAS-S200 ASG S200 MC S400 RP S500 SVv1800
Proxy SG S200 CAS-S400 ASG S400 SVv2800
Proxy SG S400 CAS-S500 ASG S500 SVv3800
Proxy SG S500

Proxy SG-VA CAS-V100 MC-V10 RP-V50/100/200 SV-VA-C8

+BCIS Bluecoat Standard or Advanced Intelligence Services | CASB Audit AppFeed

FortiProxy FortiSandbox FortiProxy FortiSandbox FortiManager

Confidential - internal use only

IQI

© Fortinet Inc. All Rights Reserved.

FortiAnalyzer

32


https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiProxy.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiSandbox.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/fortimanager.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/fortianalyzer.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiProxy.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiSandbox.pdf

Proxy Policy - Migration

Block Security Categories with no Exceptions

Block Sites with Risk Level > 7

Allow manual White List

Block manual Black List

Block Restricted Countries

Block Ads with Risk Score >5
Default Allow or Block

AlR
- © Fortinet Inc. All Rights Reserved.

Confidential - internal use only

Key Message:

Review the current Policy

Check for correct
iImplementation

Use Partner Services for
Policy migration




Proxy Policy — Migration with FortiConverter

FortiConverter v7.00Build0031 (?)
© My Conversions Conversions / My Conversions
W Trash
*= AllConversions Source device OS Migration Description
4+ NewFolder a a a a Q a a 0

Devices
ﬁ 1 BluecoatConversionDemo Bluecoat 1.2 Demo conversion for Bluecoat tunin, 2019-08-05 X # O
&> Obfuscator ’ ) g 11:15:48
o' License 2 FortiGateConversionDemo 4.3.18t05.4.3 D(‘emo f:onversmn for FortiGate to FortiGate start 2020-04-30 # O

migration. 11:15:48
© About
3 CiscoFirepowerConversionDemo 7.0 Demo conversion for Cisco Firepower. start i21175258_ 7 # O
ANER ‘
= m = . ul I e I - _Junlper Diff Conversions Change Folder Delete << | < > >
Fi3RTINET Check Point ~ CISCO
'l” I I SONICWALL  SOPHOS @ VYATTA. @ﬁchcuard
paloalto .
Output Options
S | BUE © =
HUAWE T S “SGWIFT  Ncatel-Lucent TippagFomit DUtDUt Format O FortiGate @ Fo rtiPrm{y
I— FOS Version 012 ®7.0
) T
FORCEPOINT =
amn
- © Fortinet Inc. All Rights Reserved. 34
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Proxy Policy - with Browser Isolation

Block Security Categories with no Exceptions

Key Message:

Block Sites with Risk Level > 7

Stop Overblocking

Allow manual White List

Block manual Black List Don’t isolate everything

Block Restricted Countries

Expand Internet Browsing
Block Ads with Risk Score > 5 experience with zero
Malware risk

Isolate (Securing Access to uncategorized or risky Sites)

Default Allow or Block

AlR
. © Fortinet Inc. All Rights Reserved. 35
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Introducing Fortilsolator for
Zero Trust Web Browsing

Clientless remote browser isolation

Works with any modern HTML5 capable
browser

No third party code ever runs on the local
machine

Browser session runs in clean remote container
Rendered page image displayed to client

Supports web page interactivity e.g. links, forms,
video, audio

© Fortinet Inc. All Rights Reserved.

Malicious Web Page

CAYAYAY YA

http://www.badsite.com

!

Fortilsolator

[ Fetch ! Fetch |l Fetch | :’ Fetch ! J
! Execute i | Execute |! Execute | 1 Execute ' Reset |
' Render | Render ;i Render ;. Render ;i

FortiProxy

FortiMall

36
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Fortilsolator - Safe Content Rendering

Allows users to browse the web In an iIsolated environment,

which renders safe content in a remote container.

o o0

Market

US Europe Asia FX Rates

| Dow 3272749

| s&p 500 3948.16

| Nasdaq 1344173

| GlobalDow 381958

| Gold 1.738.80

| oil 6120
Market Snapshot

A bitcoin winter ahead?
Crypto expert predicts just
that, but after digital asset
hits $300,000 at end of 2021

ume than normal.

Futures

Directly accessed using Browser

Latest Coronavirus Watchlist Markets Investing Barron's Personal Finance Economy More v

Crypto ~1D S&P 500 Movers Latest News av

BARRON'S Existing-Home Sales Fell In February. Don't Blame Rising

KSu 123 SivB 44 Mortgage Rates— Yet.

TSLA 61 WRK 35 Nasdagq up over 1% as Treasury yields retreat, Dow and S&P trade near
. 5 session highs

v - [ . Rents are still dropping in some parts of the country — but these tenants
are missing out

. Boo GAC 49| oty 8 Monopoly is eliminating beauty contest ‘Community Chest’ cards as it
036% v o = = updates for modern players

~, THE FUTURE OF ~ A a1
D) craemsecimy STt e
May 1/ - Virtual Experience

COMING THIS MAY. =

EVstocks ity u. iccalendar  Biden's first 100days  Daily Coronavirus Update  Pandemic: Year2 New ideasin retirement  The Moneyist

-y
The MarketWatch
Need to Know
Newsletter

Guiding investors to the
most important news

ahead of each trading day
payments are coming — so check
your mail
« 7 things you should not buy with your $1,400
stimulus check

IRS: More $1,400 stimulus

Opinion: How COVID assistance for a family of
4 can balloon to $69,440 over 17 months

Nasdagq soars 1.6% to kick off last full week of
March as Treasury yields retreat, Dow sees
slight gain

¥ Va5
$522 JFIN $11.76 MRKR $296 SNCA $201  WKEY $12.80
30.50% 122 43.05% 354 22.11% o 2256% 037 18.41% 199

® | Accessed via Fortilsolator using Browser

Market Latest Coronavirus Watchlist Markets Investing Barron's Personal Finance Economy More v
US Europe Asia FX Rates Futures Crypto ~1D S&P 500 Movers Latest News av
| Dow 3272749 9.2: . - Ksu 123 SIVB 44 BARRON'S Existing-Home Sales Fell In February. Don't Blame Rising
Mortgage Rates—Yet.
| s&P 500 3948.16 -
= Nasdaq up over 1% as Treasury yields retreat, Dow and S&P trade near
| Nasdagq 1344173 E TSLA 61 WRK  -35 session highs
| GlobalDow 3819358 v R Rents are still dropping in some parts of the country — but these tenants
are missing out
| Gold 173880 290
4 3, Monopoly is eliminating beauty contest ‘C. Chest’ cards as it
loil 6120 022 036% v KAC 49 ccL 54 updates for mode players
pPUEEUICREOF RSAConference2021
sesidgeer ) CYBERSECURITY.  ( somust )
COMING THIS MAY. May1 U =NENcE.
™ i EVstocks i u. iccalendar  Biden's frst 100days  Daily Coronavirus Update  Pandemic: Year2 Newideasinretirement  The Moneyist

- - - |
A bitcoin winter ahead? The MarketWatch
Crypto expert predicts just D e

that, but after digital asset
hits $300,000 at end of 2021

Guiding investors to the
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FortiProxy Best Practices

F:ERTINET

Best Practices
FortiProxy 7.0.0

M © Fortinet Inc. All Rights Reserved. 40



Training & Licensing




FortiProxy License Offering

FortiProxy offers PAYG License (per “seat/user”) which allows the customer to scale
according to his needs.

Benefits:

Scalable performance without the need for hardware replacement

Customers pay only for the exact capacity currently required, which prevents over-
spending on the initial solution

Overcomes capacity planning challenges
Reduces the risk associated with data center growth for best investment protection

© Fortinet Inc. All Rights Reserved.
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Licensing Model

PAYG User Based Licensing — Minimum users required

Support (FortiCare 24x7)

o
SWG Protection Bundle*
Web Filtering, DNS Filtering, . : . User_-b_ased
Application Control, DLP, AV, Botnet - e Pricing
IP/Domain and Sandbox Cloud
Hardware / Virtual Fixed Price

(Include Advanced Caching and WAN Optimization + DNS Protection)

* Scale up to 50K users depend on HW/VM Model
* * Equal to SWG Protection Bundle amount

Al
- © Fortinet Inc. All Rights Reserved. 43



Documentation

Admin Guides

https://docs.fortinet.com/product/fortiproxy/7.2

Administration Guide

Last updated Oct. 24, 2022

Reference Manuals

Virtualization

Last updated Sep. 16, 2022

Cloud Deployment Guide

* FortiProxy Public Cloud &
* FortiProxy Private Cloud &

Command Line Interface (CLI)

Last updated Oct. 18, 2022

UTM Packet Flow

Last updated Sep. 16, 2022

Maximum Values

Last updated Sep. 16, 2022

Supported RFCs

Last updated Sep. 16, 2022

FortiProxy Ports

Last updated Sep. 16, 2022
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Fast Track Training

[Security Driven Networking] Protecting and Accelerating User Web Access

In this workshop, participants will learn how to protect and accelerate user web access.

This session covers:

© Set up an explicit web proxy (FortiProxy)

o Set up network settings on browser to point to FortiProxy

o Accelerate the Web Access, Protect against Visual Threats, YouTube Filtering
o Browser isolation and integration with proxy (Fortilsolator)

Fast Track Summary

In today’s networks, HTTPS/SSL Traffic percentage has increased dramatically along with number of social websites, risky content on the

internet and attacks. This increase brings the need of protection from internet born threat, drive growth of web security market and the need of
acceleration of Web Traffic.

FortiProxy is a secure web proxy that protects employees against internet-borne attacks by incorporating multiple detection techniques such as
web filtering, DNS filtering, data loss prevention, antivirus, intrusion prevention, and advanced threat protection. It helps enterprises enforce

internet compliance using granular application control. Content Analysis Enforce acceptable usage by detecting and preventing illicit images and
videos with Al-driven content analysis

FortiProxy has a powerful hardware that can perform SSL inspection to effectively remove blind spots in encrypted traffic, without compromising
on performance. FortiProxy uses specialized ASICs to accelerate performance of the network and security modules. FortiProxy supports proxy
speeds up to 15 Gbps and can scale from small enterprises with 500 users all the way to larger enterprises of 50,000 users.

AlR
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NSE Training

« Work in progress on fast-track and NSE7 with training team

« The curriculum development managers responsible for managing NSE Institute training
courses are in the planning stages of creating a new NSE course for FortiProxy

* INTL CSE team is heavily involve in reviewing the course contents

© Fortinet Inc. All Rights Reserved.
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Deployment Modes

Inline (L2/L3) Deployment

_ /\ FortiProxy appliance acts as a transparent bridge in the
(O (tenet B network and analyze client content traversing the device

FortiProxy FortiGate

Explicit Deployment

Q » FortiProxy acts as an explicit proxy for clients in the network.
Internet

A « Client browsers must be configured to redirect traffic to the
FortiGate FortiProxy. Supports PAC files.

FortiProxy

Transparent/WCCP Deployment

» FortiProxy appliance acts as a transparent bridge in the
network and analyze client content traversing the device.

X + WCCP can be used to integrate with an existing network
FortiGate architecture and de_liver scalability anpl load balancing.
__________________ Supports WCCP client and Mask assignment.

e

FortiProxy
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FortiProxy v/ — What’s new? m




FortiManager to bridge the gap

THE solution is FortiManager

Can be used as of FPX v7 for external communication like:

* License validation

« FortiGuard updates i e

The fol ble lists FortiManager feature support fi platforms.
.
[ ) Web Fllter re uest Platfol Management Features FortiGuard Update VM Licenss Activation
Services
v v v

nnnnnnnnnnnn

tttttttttttttttt
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FortiProxy CM — FMG 7.0.3

& Zone/Interface

4 © View
Centrallzed Mana e"'ent FPX V 7 O 2 and |ater B Firewall Objects > 'O Name Inspection Mode Detect Viruses Comments Created Time Last Modified
o o © Security Profiles ¥ O & AV-Monitor Flow-based (Full Scan) ® Monitor 2020-05-29 03:55:47 admin/ 2020-05-29 03:55:47|
ann i O

ntiVin # default Proxy @ Block Scan files and block virus: es. 2020-05-25 02:37:52 admin/2020-06-04 00:45:52
DNS Filter O & sniffer-profile Flow-based (Full Scan) @ Block Scan files and monitor viruses. 2020-05-25 02:37:52 admin/2020-05-29 03:57:10
Web Application Firewall 0O & wifi-default Flow-based (Full Scan) @ Block Default configuration for offlo: 2020-05-25 02:37:52 admin/2020-05-25 02:37:52,

Web Filter

New FortiProxy ADOM on FortiManager 7.0.3 o

SSL/SSH Inspection

¥« Fabric Connectors

Centralized visibility to all FortiProxy, including all sorts of :
statistics, log, monitoring and licensing

Services updates from FGD (AV, AppCTRL, ISDB...)

Global configuration repository, apply to all FortiProxy (v7)

&=  [Policy& Objects v Policy Packages Object Configurations ADOM:root {3 @ Q1 D demow
B Policy Package ~ @ ADOM Revisions €3 Tools ~  #° Collapse All  §= Object Selector ~

te New v [ZEdit~ |y Delete [ Section~ M PolicyBlock~ 1§ Column Settings ~

Global maintenance of all FortiProxy, backup conf, o
firmware upgrade, etc. T

+
O «# Name From To Source Destination Schedule Service Use
0

8 £ Demo-ISFW-ENG 0 2 Inbound Dlport1 [ DC-SERVERS Sal gal @ always ALL
s}
(8]

1 Outbound 1 DC-SERVERS Dport1 [=Fll 2l @ always @ ALL

@ £ Demo-ISFW-FIN
0 [ Demo-ISFW-PRI
© 3 Demo-ISFW-SALES

3 VIP-FC360Collector [ port1 £ DC-SERVERS 2an & fc360collector @ always @ ALL

4 DC-FAZ-VIP Blport1 [ DC-SERVERS Sal & Fabric-FAZ @ always @ AL

0 2 Security & VIP-FCT-EMS
8 2 default & VIP-FCT-EMS-FWB
© & Policy Blocks (1) 0 s EMS-VIP oot CIDCSERVERS @ all & Fwe @ always @ ALL

& FortiSIEM-VIP
& DC-LNX-ftpserver

Sal Sal

6 Implicit Den a a
o Pl ey Bany Bany Bal Dal

@ always. @ ALL
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Why the customer requests CM?

None valid use case
« Broadcom/Symantec/Bluecoat do not support Config-Sync Cluster
 CM is needed to help sync the configuration on scalable cluster

FPX can form Config-Sync cluster for scalability purpose without the CM (Natively) !!!

Valid use case

 FPX will need CM to sync the configuration(policy) when we have hybrid environment
* CM will be needed to push same policy set to a mixture of FPX VM and HW

» Policy can be sync between On-Prem FPX and Public Cloud FPX
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FortiProxy Software Releases

Select your software release

LL
1

System Information
« “Mature” (v7.0.6 or later) YA

- “Feature” (v7.2.x) FPX4HETA18000001 (7]

v7.0.6 build0102 (Mature)
NAT

2022/08/16 14:27:22
00:00:07:06

LH 90.83.10.150
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